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STATISTICS
PORTAL,
http://www.statista.com/statistics/471436/us-adultswho-use-social-networks-urbanity/ (last visited June 8,
2016).Many local governments in Texas are using social
media as a tool to communicate with citizens. Rather
than waiting until a monthly council meeting to hear
from citizens in the “public comment” section of the
agenda, cities are able to constantly interact with
citizens through their Facebook page or city Twitter
account. Although this new technology is an overall
positive for local governments in increasing outreach
and efficiency, there are concerns with utilizing social
media platforms.

VIOLATING THE OPEN MEETINGS
ACT USING SNAPCHAT:
SOCIAL MEDIA AND ELECTRONIC
COMMUNICATIONS
I.

WHAT IS SOCIAL MEDIA AND WHO USES
IT?
The term “social media” refers to forms of
electronic communication through which users create
online communities to share information, ideas,
personal messages, and other content. MERRIAMWEBSTER,
http://www.merriamwebster.com/dictionary/social%20media (last visited
June 14, 2013). Some well-known examples include
Facebook, Twitter, Linked-In, and YouTube. The most
popular social networking site in the world is Facebook
with 1,590,000,000 users worldwide as of April 2016.
STATISTA
STATISTICS
PORTAL,
http://www.statista.com/statistics/272014/globalsocial-networks-ranked-by-number-of-users
(last
visited June 8, 2016). The three fastest growing social
media platforms in 2015 were Line (a Japanese
messaging social app), Facebook Messenger, and
Snapchat.
STATISTA
STATISTICS
PORTAL,
http://www.statista.com/statistics/381933/messagingsocial-app-user-growth (last visited June 8, 2016).
To understand the proliferation of social media and
appreciate that ignoring usage by local governments and
their officials and staff is not an option, it is necessary
to look at some user statistics. In 2005, a mere 7% of
American adults used social networking sites. By 2015,
65% of American adults used social networking sites or
apps.
PEW
RESEARCH
CENTER,
http://www.pewinternet.org/2015/10/08/socialnetworking-usage-2005-2015/ (last visited June 8,
2016). While young adults (ages 18 to 29) are the most
likely to use social media – as 90% do – use among those
65 and older has more than tripled since 2010. Today,
35% of those 65 and older report using social media,
compared with just 2% in 2005. Over the past decade,
those in higher-income households were more likely to
use social media. More than half (56%) of those living
in the lowest-income households now use social media,
though growth has leveled off in the past few years.
Turning to educational attainment, you see a similar
pattern. Those with at least some college experience
have been consistently more likely than those with a
high school degree or less to use social media over the
past decade. 2013 was the first year that more than half
of those with a high school diploma or less used social
media. Those who live in rural areas are less likely than
those in suburban and urban communities to use social
media, a pattern consistent over the past decade. Today,
58% of rural residents, 68% of suburban residents, and
64% of urban residents use social media. STATISTA

II. CONTROLLING THE SOCIAL MEDIA
MESSAGE
One of the challenges for local governments is the
ability to control the social media message. Unlike
private companies, local governments are limited by the
Constitution and state statutes. The most well-known
restriction on local governments in Texas is the Open
Meetings Act.
A. Open Meetings Act
Communications between a quorum of a city
council about public business, no matter the forum or
the time, can be a “meeting” to which the Open
Meetings Act applies. If the Act applies to a discussion,
an agenda must be posted 72 hours in advance, and the
public must be able to attend. TEX. GOV’T CODE §
551.043.
What happens when one of your local government
officials sends this snapchat to another official? How
will you advise that councilmember?

Knowledge, training, and policies, of course, are key in
ensuring local government officials are both legally and
1
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responsibly using social media. In this instance, this
provision of the Texas Open Meetings Act comes into
play:

c)

(a) A member or group of members of a
governmental body commits an offense if the
member or group of members knowingly
conspires to circumvent this chapter by
meeting in numbers less than a quorum for the
purpose of secret deliberations in violation of
this chapter.
(b) An offense under Subsection (a) is a
misdemeanor punishable by:

Id. A city is prohibited from having more than one
online message board used for these purposes. Id.
Additionally, the online message board must be
prominently displayed on the city’s primary website and
no more than one click away from the city’s website. Id.
The message board may only be used by city
councilmembers or city employees who have received
authorization from the council. Id. If a city employee
posts on the message board, the employee must include
his or her name and title with the communication. Id.
The council may not vote or take action by posting on
the city’s online message board, and if the city removes
a posted message, the city must retain the posting for six
years. Id.
Facebook may satisfy the requirements of Section
551.006 of the Government Code. If the city intends to
use Facebook as the city’s sole online message board,
the city must ensure that the Facebook page is “public”
and viewable by the public. Additionally, a disclaimer
underneath the link from the city’s main page and on the
Facebook page should be displayed with language
stating that the page is in compliance with Section
551.006, and only members of the city council or staff
members authorized by the council may post on the
board.

(1) A fine of not less than $100 or more than
$500;
(2) Confinement in the county jail for not
less than one month or more than six
months; or
(3) Both the fine and confinement.
TEX. GOV’T CODE § 551.143
In this example, the snapchat sent telling another
official how to vote does not directly violate the Texas
Open Meetings Act (unless of course a quorum is two).
However, local government officials must be aware that
“meeting” in less than a quorum to circumvent the Act’s
requirements also violates the Act and involves criminal
penalties.
It is essentially impossible for a Facebook post,
tweet, or snapchat message to meet the Open Meetings
Act’s notice requirements. So how can local
government officials use social media responsibly
without facing jail time for an Open Meetings Act
violation?

2.

Deleting Inappropriate Comments
Currently, there is little guidance on whether or not
a local government is able to delete an individual’s
comment on Facebook. However, at least one state’s
attorney general has concluded that deleting a citizen’s
Facebook comment does not violate the state’s Open
Meetings Act (OMA). OMA Request for Review, 2012
PAC 21667, Ill. A.G. (Oct. 31, 2012). The Illinois
attorney general concluded that a Facebook page is
neither:

Online Message Board 1
Recent legislation allows some discussion over the
Internet. Senate Bill 1297, a bill that passed during the
83rd Legislative Session, added a provision to the Texas
Open Meetings Act providing that communication
between councilmembers about public business or
public policy over which the council has supervision or
control does not constitute a meeting if certain
conditions are met. TEX. GOV’T CODE § 551.006. The
communication must be:

1.

a)
b)

displayed in real time and displayed on the
message board for no less than 30 days after
the communication is first posted.

“under the control of or maintained by a public
body.”
Id. Thus, the city’s Facebook page does not enjoy the
same status under the OMA as the city’s website does,
and deleting the comment did not violate the Illinois
Open Meetings Act. Id. The individual who had his
comment deleted and requested the opinion also argued
that the city’s actions violated his First Amendment free
speech rights. Id. Since the Illinois attorney general does
not have jurisdiction over First Amendment claims, the

in writing;
posted to an online message board that is
viewable and searchable by the public; and

1

Cities the author is aware of using an online message board
currently: Austin, Castroville, Kingsbury, Mineral Wells, and
Shoreacres.
2
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codified previous attorney general opinions. TEX.
GOV’T CODE § 552.002. Section 552.002(a) of the
Government Code clarifies that the definition of “public
information” includes information that is written,
produced, collected, assembled, or maintained in
connection with the transaction of official business:

opinion disposed of the request without addressing the
merits of the First Amendment claim. Id.
A lawsuit regarding the first amendment issue was,
however, filed in 2012, in Hawaii. Haw. Def. Found. v.
City & Cty. of Honolulu, No. CV12-00469 JMS-RLP,
2012 WL 3642832 (D. Haw. 2012) (trial pleading). The
lawsuit claimed the Honolulu Police Department
violated a citizen’s First Amendment free speech rights
by deleting his Facebook comment from the
department’s page. Id. The plaintiff argued that because
the city created and designated this Facebook page as
the police department’s “official” Facebook page, the
page is a “traditional public forum.” Id. As such,
deleting comments is unconstitutional censorship. Id.
The court was not afforded the opportunity to rule on
these arguments. Instead, after the Hawaii Police
Department and City and County of Honolulu changed
their policies and procedures with regard to
administration of their Facebook pages, the parties
agreed to a dismissal of the case. Haw. Def. Found. v.
City & Cty. of Honolulu, No. 12-00469 JMS-RLP, 2014
WL 2804445 (D. Haw. 2014.)
Whether deleting comments from a local
government’s Facebook page is a constitutional
violation depends on the type of “forum” the Facebook
page is: an “open forum,” a “limited public forum,” or a
“closed forum.” Whether and how speech may be
limited depends on:
a)
b)
c)

1)

2)

For a governmental body, and the
governmental body spends or contributes
public money for the purpose of writing,
producing, collecting, assembling, or
maintaining the information; or
By an individual officer or employee of a
governmental body in the officer’s or
employee’s official capacity, and the
information pertains to official business of the
governmental body.

Id. The bill adds that the general forms where media
containing public information exist include email,
Internet posting, text message, instant message, and
other electronic communication. TEX. GOV’T CODE §
552.002(c).
Clearly, tweets or posts from a local government or
local government department’s account are subject to
the PIA. But, what about a city councilmember’s tweet?
If the tweet is in connection with the transaction of
official business, it is subject to disclosure under the
Texas Public Information Act. Information is in
connection with the transaction of official business if it
pertains to official business of the city, and it is created
by, transmitted to, received by, or maintained by an
officer or employee of a city in the officer’s or
employee’s official capacity or as a person performing
official business on behalf of the city. TEX. GOV’T CODE
§ 552.002(a-1). “Official business” under the Act means
any matter over which a city council has any authority,
administrative duties, or advisory duties. TEX. GOV’T
CODE § 552.002(2-a).
The difficult part for government lawyers, of
course, is obtaining these social media posts from local
government officials. The good news is that at least one
court has concluded that the PIA provides no real
“teeth” to force an official to turn over public
information. The Austin Court of Appeals recently
addressed this question. El Paso v. Abbott, 444 S.W.3d
315 (Tex. App. 2014), review denied (June 12, 2015).
The case is essentially about a city councilmember
refusing to give the city emails from a private account,
and the court concludes that:

the type of forum,
the city’s specific reasons for deleting the
comments, and
the content of the comments.

The United States Supreme Court has concluded that a
governmental entity may create a forum that is not
traditionally open to the public but has been opened by
the governmental body for limited use by certain groups
or for discussion of certain subjects. Pleasant Grove
City v. Summum, 555 U.S. 460, 461 (2009). This type of
location is known as a “limited” or “designated public
forum.” Id. In a limited public forum, a city may impose
restrictions on speech as long as the restrictions are
reasonable and content-neutral. Good News Club v.
Milford Cent. Sch., 533 U.S. 98, 106-07 (2001).
One option for local governments may be a
disclaimer and acknowledgement on the social media
account that the page is a “limited public forum.”
Additionally, the city will want to include guidelines for
citizen comments from the city’s social media policy on
the social media platform.

•

B.

Public Information Act
Another issue that has developed as new
technologies have emerged: responding to Public
Information Act (PIA) requests. S.B. 1368, a bill that
passed during the 83rd Texas Legislative Session,
3

The PIA does not authorize a requestor to file suit
for a writ of mandamus compelling a governmental
body to make information available when the city
has made reasonable efforts (i.e., is not refusing or
unwilling) to comply with the PIA;
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•

Other than requiring that information be produced
promptly for inspection, duplication, or both, the
PIA provides no guidance regarding the efforts a
governmental body must take to locate, secure, or
make available to the public information requested;
and
A city does not have to resort to suing an individual
in district court under the Local Government
Records Act when it is believed that the person
holds, but has not provided, a responsive
document.

Does it fit into my government’s definition of a
social media record?

Megan Carey, FAQ: When is Social Media a Record,
Texas State Library & Archives Commission Blog
(Mar.
17,
2016),
https://www.tsl.texas.gov/slrm/blog/2016/03/faq-whenis-social-media-a-record/.
B.

How Should Social Media Posts be Retained?
There is no clear answer on the best way for a city
to retain social media records. A city might consider
taking one of the following approaches (or a
combination thereof) in order to ensure that the city is
complying with Texas records retention laws:

A local government can and should have a policy
outlining how the local government intends to obtain
records from local officials. However, at this time, all a
city can and is required to do is to ask an official to turn
over responsive documents from his or her private
accounts.

1)

III. RECORD RETENTION
Government record retention goes hand in hand
with Public Information Act issues. Knowing that the
Public Information Act applies to social media posts, it
is important to look at first whether the post is a
government record, and once that determination is
made, how to retain the post.
A. Is a Social Media Post a Government Record?
Local government records include records in an
electronic medium. TEX. LOC. GOV’T CODE §
201.003(8). Thus, a city social media post is considered
a government record subject to the Local Government
Records Act. Many times, though, social media content
is not required to be maintained because the information
contained is duplicated or exists in a different format. A
government is not required to retain duplicated or
identical copies of information. TEX. LOC. GOV’T CODE
§ 201.003(8)(A).
Additionally, information shared that is cursory
and minimal with no lasting importance or need beyond
its initial purpose of informing do not require capture
and retention. 13 Tex. Admin. Code § 6.91(8) (2000).
An example of a transitory social media post is a
Facebook post advertising an upcoming event. The
content shared is of short-term value, especially once the
event is over.
When deciding whether a social media post is a
record that should be maintained in accordance with the
local government records retention schedule, there are
four important questions to ask:
•
•
•

2)

3)

Does this document government business or
provide evidence of an important action?
Is this a unique record?
Does the information exist elsewhere in a different
record or format?
4

At a minimum, the city official or employee
tasked with records retention should take and
retain periodic screenshots of the city’s
Facebook or Twitter pages, especially if the
city posted the comments. The benefit of this
option is that it is a cost-effective way to retain
these records. The drawbacks are that it places
a considerable demand on staff time and
physical resources, requiring government
officials and their support staff to adhere to a
regular schedule of printing out screen shots.
Also, at a time when most cities are trying to
reduce their consumption and storage of
paper, cities may be forced to once again
create physical filing space for screen
captures.
A second option is for cities to simply rely on
social networking companies (i.e., Facebook)
to archive the online communications. This is
probably the most cost-effective and efficient
means of preserving a government’s social
media interactions with the least amount of
demand on staff time. Unfortunately, a private
company’s record retention policy may not
comply with open record laws, leaving
governments open for potential violations.
Moreover, the city has no control over the
third-party “host” as to what is being retained
and, more importantly, for how long the
information is retained.
A third alternative is for governments to use
an archival subscription service. There are a
number of companies that offer these services,
such as Smarsh and ArchiveSocial.
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access their account. Whether or not supervisors or other
hiring personnel can or should ask a potential employee
for access to their social media accounts should be
addressed in the entity’s social media policy.

IV. EMPLOYMENT LAW ISSUES AND
SOCIAL MEDIA USAGE
Social media use has created a number of
employment law issues. For employers, including
government employers, it is difficult to understand the
outer bounds of what is and is not acceptable social
media behavior. For example, social media has changed
the employee hiring process: potential employers are
able to find out much more about an applicant than
simply what they have disclosed on their employment
application by viewing their social media accounts. But
how far can (and should) employers go when
researching an applicant?

B.

Taking Adverse Employment Action
A local government can discipline or terminate an
employee for a post made on social media. However,
local governments need to exercise caution when doing
so. Unlike employers in the private sector, cities are
limited by the First Amendment when regulating the
expressions of their employees. However, public
employees do not enjoy absolute freedom to post
anything they want on a social media site. The general
rule used to make this determination is the “PickeringConnick” rule. When speech by a public employee is
involved, courts use a three-part test:

A. Hiring
Can a local government ask a potential employee
for their social media account passwords? In Texas, the
answer is still yes. Four different bills were filed during
the 83rd Texas Legislative Session that relate to this
question. One would have made it an illegal
employment practice for an employer, including a local
government, to require or request employees or
applicants to give their user name, password, or other
access to their personal electronic accounts, such as an
email or a social networking account. Another would
have allowed an employer to access information about
an employee or applicant that is open to the public on
the Internet or to expressly manage an employee’s use
of city electronic equipment or use of electronic
equipment during work hours. However, none of these
bills passed.
Currently, there are fifteen states with laws in place
specifically restricting an employer’s ability to access
the personal social media accounts of employees and
applicants:
Arkansas,
California,
Colorado,
Connecticut, Delaware, Illinois, Maryland, Michigan,
Montana, New Jersey, New Mexico, Oklahoma, Utah,
Virginia, and Washington. Legislation has been
introduced or is pending in at least 14 other states.
NATIONAL CONFERENCE OF STATE LEGISLATURES,
http://www.ncsl.org/research/telecommunications-andinformation-technology/employer-access-to-socialmedia-passwords-2013.aspx (last visited June 10,
2016). On the federal level, bills to prevent this practice
have been introduced but have not been passed.
Even if a candidate agrees to disclose a social
networking password to a local government, legal issues
abound with this practice. The local government may
learn about the job candidate’s religion, national origin,
age, disability, or other protected health information,
which could result in a discrimination lawsuit against
the entity. Additionally, asking a candidate to provide
their Facebook password forces the individual to violate
Facebook’s terms of service. When using Facebook,
users agree to the stipulations under “Registration and
Account Security.” One of these commitments is that
users will not share their password or let anyone else

1)
2)

3)

Whether the employee’s speech was a matter
of public concern;
Whether the employee’s First Amendment
interests in speaking outweigh the interests of
the government, as an employer, in providing
effective and efficient services; and
Whether the employee has shown that the
speech played a substantial part in the
government’s employment decision.

Pickering v. Bd. of Educ. of Twp. High Sch. Dist. 205,
Will County, 391 U.S. 563 (1968); Connick v. Myers,
461 U.S. 138 (1983).
Recently, courts in other states have used this test
when terminated employees claimed their First
Amendment rights were violated. In New Jersey, a
public school teacher was terminated for violating a
school conduct policy after posting two statements on
her Facebook page about her class. In re O’Brien, No.
A-2452-11T4, 2013 WL 132508, at *3 (N.J Super. Ct.
App. Div. Jan. 11, 2013) (“I’m not a teacher—I’m a
warden for future criminals!” and “They had a scared
straight program in school—why couldn’t [I] bring
[first] graders?”). The Superior Court of New Jersey
determined that O’Brien:
“was making a personal statement, driven by
dissatisfaction with her job and the conduct of
some of her students.”
Id. at *4. She was not making comments on a matter of
public concern. Id. The court went on to state that even
if her statements were a matter of public concern:
“her right to express those comments was
outweighed by the district’s interest in the
efficient operation of its school.”

5
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•

Id. Thus, O'Brien failed to establish that her Facebook
postings were entitled to First Amendment protection.
An Atlanta police officer’s Facebook post
regarding the handling of a forgery investigation was
viewed by the court as venting frustration with a
superior, rather than a public concern. Gresham v. City
of Atlanta, No. 1:10-CV-1301-RWS, 2011 WL
4601020, at *5 (N.D. Ga. Sept. 30, 2011). The court
concluded that the first prong of the Pickering-Connick
test was satisfied: the officer spoke on a matter of public
concern. Id. at *2. However, the court concluded that
the officer’s interest in speaking on this matter of public
concern did not outweigh the police department’s
countervailing interests. Id. at *5. The court specifically
pointed to the police department as a quasi-military
organization where comments concerning coworkers'
performance of their duties and superior officers'
integrity can directly interfere with the confidentiality
and efficient operation of the police department. Id. at
*2. The court ultimately concluded, then, that the
officer’s First Amendment rights were not violated. Id.
at *6.
Although the National Labor Relations Act
(NLRA) does not apply to local governments and their
employees, current decisions may be instructive, as they
largely rest on discipline that would impair an
employee’s ability to collectively bargain or speak to
others about working conditions (Section 7 of the
National Labor Relations Act). The National Labor
Relations Board (NLRB) has addressed employee
discipline over social media posts increasingly more
often recently, so their decisions criticizing and
overturning private employer discipline of employees
related to social networking posts can provide guidance
on the type of provisions in social media policies that
may not pass Pickering-Connick analysis.
In one such recent case decided by the NLRB,
Chipotle employee James Kennedy tweeted:

The NLRB judges noted that an employer violates
Section 8(a)(1) of the NLRA:
“when it maintains a work rule that reasonably
tends to chill employees in the exercise of
their Section 7 rights.”
The NLRB judges noted that when work rules, which
include social media policies, are ambiguous, they may
be read by employees to prohibit lawful Section 7
activity and may serve to chill employees in the exercise
of their Section 7 rights. The judges concluded that the
prohibitions on spreading incomplete, confidential, or
inaccurate information and against making disparaging,
false, or misleading statements violate section 8(a)(1) of
the NLRA because they could reasonably be construed
to include matters protected by Section 7. The
prohibitions against harassing or discriminatory
statements are lawful, though.
Local governments should ensure their social
media policies are unambiguous and that personnel
policies are followed when deciding whether or not to
discipline an employee. In some cases, a frank
discussion with an employee about a social media post
can solve a problem. Many times, the anonymity that the
Internet provides encourages employees to make
statements on social media that they normally would not
make.
V. ELECTION LAW ISSUES
There is little doubt that social media has changed
the way campaigns for political offices are run. Beyond
the media coverage of Donald Trump’s ridiculous
tweets, however, there are election law issues that are
affected by the proliferation of social media.
Specifically, political advertising and first amendment
protection of election-related content present issues in
relation to social media posts.

@ChipotleTweets, nothing is free, only cheap
#labor. Crew members make only $8.50hr
how much is that steak bowl really?
Chipotle Servs. LLC v. Pennsylvania Workers' Org.
Comm., (NLRB, PA 2016).
Chipotle’s social media strategist saw the tweet and
emailed the regional manager forwarding the tweet and
requesting that he ask Kennedy to delete the tweets. The
strategist attached the company’s social media policy to
the request. The language in the policy read:
•

“You may not make disparaging, false, misleading,
harassing or discriminatory statements about or
relating to Chipotle, our employees, suppliers,
customers, competition, or investors.”

A. Political Advertising
The Election Code prohibits an officer or employee
of a political subdivision from knowingly spending, or
authorizing, the spending of public funds for political
advertising. TEX. ELEC. CODE § 253.003. Violating this
provision is a Class A misdemeanor with a maximum
punishment of confinement in jail for a year or a $4,000
fine.
To date, there have not been instances of Texas
government officials or employees being prosecuted for
this based on social media posts, but it is definitely
something you will want to be aware of, especially in

“If you aren’t careful and don’t use your head, your
online activity can also damage Chipotle or spread
incomplete,
confidential,
or
inaccurate
information.”
6
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the context of a ballot proposition that the entity may
“support.” As a governmental entity, you cannot expend
public funds to support this, meaning there should be
NO mention of support or opposition of a proposition on
a local government’s social media platforms. Individual
city officials or employees are able to use their personal
social media accounts to support or oppose a
proposition. However, it should be clear in the entity’s
social media policy that the individuals are prohibited
from doing so on a city device or while on the clock.

voting booth and other states to follow Arizona and
Utah’s lead in expressly permitting the ballot selfie.
VI. SOCIAL MEDIA POLICIES
Local governments that have a social media
presence, or are considering establishing one, should
adopt a social media policy to govern the administration
and monitoring of site content, set ground rules for
public input and comments, and adopt policies for
employee usage of social media. There are two sides to
a social media policy: one internal, that mandates
security rules and account use, and one external, that
applies to the public who will be consuming the media.
There are eight essential elements encompassing
these two sides that should be found in a local
government’s social media policy. These include:

B.

Ballot Selfies
Ballot selfies are against the law in thirty-five
states.
DIGITAL
MEDIA
LAW
PROJECT,
http://www.dmlp.org/state-law-documenting-vote2012 (last visited June 9, 2016). In Texas polling places,
signs are displayed asking citizens to turn off their
wireless device. While the Texas Election Code does not
specifically prohibit ballot selfies, an individual is
prohibited from using a cellphone within 100 feet of a
voting station. TEX. ELEC. CODE § 61.014. There is not
a criminal penalty, instead the presiding judge “may”
require a person who violates the section to turn off the
device or leave the polling station.
Contrast that with the law enacted in New
Hampshire that prevented voters from taking and
disclosing digital or photographic copies of their
completed ballots. Leon Rideout, a candidate for office
in New Hampshire, took a photograph of his ballot
where he had voted for himself with his phone and
tweeted it out. After the tweet, an investigator with New
Hampshire’s Attorney General’s office called him and
requested an interview. A month later, Rideout and two
other plaintiffs filed a 1983 lawsuit challenging the
constitutionality of the New Hampshire law on first
amendment grounds. Rideout v. Gardner, 123
F.Supp.3d 218 (D.N.H. 2015) 2. The Federal District
Court in New Hampshire concluded that the New
Hampshire law was content based because it restricted
the speech, or tweet in this case, on the basis of its
subject matter. Id. at 229. The only images that are
barred by the law are images of marked ballots, and
content-based restrictions on speech are subject to strict
scrutiny. Id. Using this analysis, the court concluded that
the law is vastly over-inclusive and could be addressed
by less restrictive means. Id. at 234. New Hampshire has
appealed the decision to the court of appeals. Rideout v.
Gardner, No. 15-2021 (1st Cir. filed Sept. 9, 2015).
Arizona and Utah have enacted laws that expressly
permit ballot selfies. Ariz. Rev. Stat. § 16-1018(4)
(LexisNexis 2015). Utah Code Ann. § 20A-3-504(3)
(West 2015). Expect to see additional litigation
involving content shared on social media from the

1.

Acceptable Use
Acceptable use policies outline a local
government’s position on how employees are expected
to use government resources, restrictions on use for
personal interests, and consequences for violating the
policy. Acceptable use may also encompass the
government’s purpose in establishing and maintaining
social networking sites.
2.

Account Management
Account management policies provide guidance on
the creation, maintenance, and destruction of social
media accounts. The lack of a clearly defined policy on
account management may result in a situation where
officials do not have a handle on what types of social
media accounts are being established, maintained, or
closed by their employees for official government use.
Therefore, a critical element to a social media policy is
establishing who may set up the entity’s social media
account, as well as a procedure for establishing an
account. The policy should also provide for an
administrator to oversee and supervise the social media
networking sites. The administrator should be trained
regarding the terms of the policy and his or her
responsibilities to review content to ensure it complies
with state and federal law, the entity’s policies, and
furthers the goals of the entity in utilizing social
networking platforms.
3.

Citizen Conduct
The social media policy should identify the type of
content that is not permitted on the entity’s social media
site and is subject to removal. This might include
comments that are profane, obscene or have violent
content, discriminatory content, threats, solicitation of
business, content that violates a copyright or trademark,

2

Snapchat filed an amicus brief in this case supporting
Rideout’s position.
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social media site unless permission has been granted by
the owner of the intellectual property. Finally, the policy
should acknowledge that social media service providers
have their own terms of service that both governmental
entities and members of the public must follow.

and any content in violation of federal, state, or local
law. The policy should also contain a disclaimer that any
comment posted by a member of the public is not the
opinion of the local government. The disclaimer should
also provide that all postings are public and should not
include personal or sensitive information. Finally, the
policy should include language that reserves the right of
the administrator to remove content that violates the
policy or any applicable law.

7.

Content
The issues of who is permitted to post or change
content on the local government’s social media pages
and who is responsible for ensuring its accuracy should
be addressed in the policy. This portion of the social
media policy may also outline the type of content that
should be posted to achieve the entity’s goal in
maintaining a social media presence.

4.

Employee Access
Local governments have discretion, through
website filtering tools, to restrict employee access to
areas of the Internet deemed non-work related, such as
personal email or leisure websites. The employee access
portion of the policy should include, if applicable,
employer monitoring of employee use of government
computers. The policy should also caution employees
that they have no expectation of privacy while using the
Internet on any government-owned computer, cell
phone, or other Internet equipped electronic device. This
portion of the social media policy may also include a
requirement that the employee or official turn over any
post that is subject to the Public Information Act.

8.

Security
Lastly, local governments should work with their
information technology staff to ensure that the social
media policy includes necessary policies regarding the
security of data and technical infrastructure in light of
the new uses, users, and technologies related to social
media use. The technology concerns addressed in the
policy may focus on password security, functionality,
authentication of identity using public key
infrastructures, and virus scans.
Compiled from: Jana Hrdinová, Natalie Helbig,
and Catherine Stollar Peters, Designing Social Media
Policy for Government: Eight Essential Elements,
Center for Technology in Government (2010); Daniel
D. Crean and Lisa Soronen, Social Media & Electronic
Communications and Employee Privacy, International
Municipal Lawyers Association (2012).
Most importantly, once a city has developed a
social media policy, all employees should be required to
sign a written acknowledgement that they have
received, read, understand, and agree to comply with the
social media policy. Included in Appendix A are
example social media policies that contain all or most of
these essential elements.
It is a good idea for local governments to provide a
link to their social media policy from their social media
accounts. At the very least, the citizen conduct portion,
including when a post may be removed should be
provided. If your local government uses Facebook, keep
in mind that their terms of service require a local
government to post a disclaimer on its official Facebook
page referring visitors to the government's official
website (if it has one):

5.

Employee Conduct
In general, professional employee conduct should
already be outlined by a entity’s personnel policy or
ethical code of conduct that addresses what is “right”
and “wrong” in terms of employees’ behavior and sets
out the consequences, should a violation occur. In a
social media policy, a local government will want to
extend this code of conduct to an employee’s social
networking activities.
The policy might also require employees who
identify themselves as employees of a particular
government or company to post a disclaimer that any
postings or blogs are solely the opinion of the employee
and not the entity. Additionally, employees should not
use the entity’s logo, seal, trademark, or other symbol
without written consent from the entity. The policy
should also address the protection of confidential and
sensitive government information and records, as well
as personal information relating to residents or utility
customers.
6.

Legal Issues
The policy should include language regarding
compliance with applicable federal, state, and local
laws, regulations, and policies. It should be made clear
that content posted on a city’s official website or social
networking site is subject to the Texas Public
Information Act and record retention laws. In addition,
content posted on social media sites may be subject to
e-discovery laws. The policy should include a notice
that any information protected by copyright or
trademark should not be posted or maintained on the

5. Disclaimer Requirement
If you have an official website, your Page must
contain, in a prominent location:
"If you are looking for more information
about [Government Entity], please visit
[website URL]."
8
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VII. CONCLUSION
Social media platforms can be both a blessing and
a curse to local governments. The bottom line, though,
is that social media usage will continue to increase and
local governments must utilize social media tools to
meaningfully engage with citizens. The most important
thing we, as government law practitioners, can do is to
have social media policies in place and to revisit these
policies on a regular basis to ensure that local
government policies are keeping up with emerging
technologies.
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APPENDIX A

SOCIAL MEDIA
POLICY TEMPLATE
FOR THE PUBLIC SECTOR

Social media archiving for government

ABOUT THIS TEMPLATE

This template is intended for use as a starting point for public sector organizations drafting a social media policy.
The information was compiled from several sources including the Cities of Seattle, WA, and Arlington, TX; and
the States of Mississippi, Oklahoma, Texas, and North Carolina. As each public sector organization is different,
this template should be modified to fit the needs of your agency.
ArchiveSocial © 2014
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INTERNAL POLICY
Purpose

This document defines the social networking and social media policy for [agency name], the
“Agency”. To address the fast-changing landscape of the Internet and the way residents
communicate and obtain information online, Agency departments may consider using social
media tools to reach a broader audience. The Agency encourages the use of social media to
further the goals of the Agency and the missions of its departments, where appropriate.
The Agency has an overriding interest and expectation in deciding what is “spoken” on its
behalf on social media sites. This policy establishes guidelines for the use of social media.

Acceptable Use
Personal Use
All Agency employees may have personal social networking, Web 2.0 and social media sites.
These sites should remain personal in nature and be used to share personal opinions or nonwork related information. Following this principle helps ensure a distinction between sharing
personal and agency views.
Agency employees must never use their agency e-mail account or password in conjunction with
a personal social networking, Web 2.0 or social media site.
The following guidance is for Agency employees who decide to have a personal social media,
Web 2.0 or social networking site or who decide to comment on posts about official Agency
business:
• State your name and, if relevant, role, when discussing Agency business;
• Use a disclaimer such as: “The postings on this site are my own and don’t reflect or represent
the opinions of the agency for which I work.”
Professional Use
All official agency-related communication through social media, Web 2.0 and social networking
outlets should remain professional in nature and should always be conducted in accordance with
the Agency’s communications policy, practices and expectations. Employees must not use official
agency social media, Web 2.0 or social networking sites for political purposes, to conduct private
commercial transactions, or to engage in private business activities.
Agency employees should be mindful that inappropriate usage of official agency social media,
Web 2.0 and social networking sites can be grounds for disciplinary action. If social media, Web
2.0 and social networking sites are used for official agency business, the entire agency site,
regardless of any personal views, is subject to best practices guidelines, and standards.
Only individuals authorized by the Agency may publish content to an agency Web site or state
agency social computing technologies.
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Approval and Registration

All Agency social media sites shall be (1) approved by [contact] ; (2) published using approved
social networking platform and tools; and (3) administered by the contact or their designee.

Oversight and Enforcement

Employees representing the Agency through social media outlets or participating in social
media features on agency websites must maintain a high level of ethical conduct and
professional decorum. Failure to do so is grounds for revoking the privilege to participate
in agency social media sites, blogs, or other social media features.
Information must be presented following professional standards for good grammar, spelling,
brevity, clarity and accuracy, and avoid jargon, obscure terminology, or acronyms.
Agency employees recognize that the content and messages they post on social media websites
are public and may be cited as official Agency statements. Social media should not be used to
circumvent other agency communication policies, including news media policy requirements.
Agency employees may not publish information on agency social media sites that includes:
•
•
•
•
•

Confidential information
Copyright violations
Profanity, racist, sexist, or derogatory content or comments
Partisan political views
Commercial endorsements or SPAM

Records Retention

Social media sites contain communications sent to or received by the Agency and its employees,
and such communications are therefore public records subject to [applicable public records
statute]. These retention requirements apply regardless of the form of the record (for example,
digital text, photos, audio, and video). The Department maintaining a site shall preserve records
pursuant to a relevant records retention schedule for the required retention period in a format
that preserves the integrity of the original record and is easily accessible. Furthermore, retention
of social media records shall fulfill the following requirements:
• Social media records are captured in a continuous, automated fashion throughout the day to
minimize a potential loss of data due to deletion and/or changes on the social networking site.
• Social media records are maintained in an authentic format (i.e. ideally the native technical
format provided by the social network, such as XML or JSON) along with complete metadata.
• Social media records are archived in a system that preserves the context of communications,
including conversation threads and rich media, to ensure completeness and availability of
relevant information when records are accessed.
• Social media records are indexed based on specific criteria such as date, content type, and
keywords to ensure that records can be quickly located and produced in an appropriate format
for distribution (e.g. PDF).
• Each employee who administers one or more social networking sites on behalf of the Agency
has self-service, read-only access to search and produce relevant social media records to fulfill
public information and legal discovery requests as needed.
Agency utilizes an automated archiving solution provided by ArchiveSocial to comply with
applicable public records law and fulfill the above record retention requirements. The Agency
archive is available at: archivesocial.com.
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EXTERNAL POLICY
The following guidelines must be displayed to users on all social media sites or made available
by hyperlink.

Moderation of Third Party Content

This agency social media site serves as a limited public forum and all content published is subject
to monitoring. User-generated posts will be rejected or removed (if possible) when the content
•
•
•
•
•
•
•
•
•

is off-subject or out of context
contains obscenity or material that appeals to the prurient interest
contains personal identifying information or sensitive personal information
contains offensive terms that target protected classes
is threatening, harassing or discriminatory
incites or promotes violence or illegal activities
contains information that reasonably could compromise individual or public safety
advertises or promotes a commercial product or service, or any entity or individual
promotes or endorses political campaigns or candidates

Public Records Law

Agency social media sites are subject to applicable public records laws. Any content maintained
in a social media format related to agency business, including communication posted by
the Agency and communication received from citizens, is a public record. The Department
maintaining the site is responsible for responding completely and accurately to any public
records request for social media content.
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About the author of this template

ArchiveSocial enables public entities to safely and effectively utilize social networks such
as Facebook, Twitter, YouTube, Instagram, and LinkedIn. ArchiveSocial is the industry’s
first archiving technology providing 100% authentic capture of social media for compliance
with state and federal records laws such as FOIA. It provides a legal safety net, and eliminates
the time and effort required to respond to public records requests. ArchiveSocial is completely
hosted and requires zero IT deployment. It serves as a cost effective offering for any sized
public entity, and provides the public sector’s easiest and most comprehensive solution for
managing records of social media. ArchiveSocial is based in Durham, North Carolina.

Social media archiving for government

Additional papers, articles, and free trial
offer available at archivesocial.com
ArchiveSocial © 2014
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APPENDIX B

SOC IA L MED IA POL IC Y
CITY’S SOCIAL MEDIA
PURPOSE
To convey information from the City to its citizens, to facilitate a sense of community and for
residents and businesses to communicate with and obtain information about the City of White Oak
online. The City of White Oak encourages the use of social media to reach a broader audience and
to encourage citizen participation. The City website will remain the primary avenue for
release of information.

POLICY GUIDELINES
A. The City has an overriding interest and expectation in deciding who may “speak” and what
is “spoken” on behalf of the City on social media sites. The City Coordinator will have the
sole discretion to approve what social media outlets may be suitable for use by the City and
its departments. Each department that maintains a separate media site shall provide the
City Coordinator with site log-ins and passwords.
B. All official City presences on social media sites or services are considered an extension of
the City’s computer information network and are governed by and subject to the City’s
Internet Access and Electronic Mail Policy contained in the City’s Personnel Policy Manual.
C. Respect copyrights and fair use. All postings must comply with applicable federal, state and
local laws, and regulations and retention schedules according to the Texas Local
Government Code, Chapters 201 through 205. Records required to be maintained pursuant
to The Texas State Library and Archives Commission records retention schedule shall be
maintained for the required retention period in a format that preserves the integrity of the
original record and is easily accessible using the usual or approved City platforms and tools.
D. Information collected at this site becomes public record that may be subject to inspection
and copying by members of the public, unless an exemption in law exists according to the
Texas Public Information Act.
E. When possible, links to more information should direct users back to the City’s official
website for more information, forms, documents, or online services necessary to conduct
business with the City.
F. The City reserves the right to remove any content that is not within these guidelines, while
retaining said content for the appropriate records retention according to state law.
G. Each social media site shall include a statement which identifies the purpose and topic of the
site and discussion not related to the purpose shall not be posted.
H. Content Specifically Prohibited:





Profane language or content;
Any type of political activity;
Solicitations of commerce;
Conduct or encouragement of illegal, improper, or illicit purposes through visual,
textual, or auditory posting including but not limited to sexual content or links to
sexual content;
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I.

Content that is confidential according to the Texas Public Information Act;
Content that promotes, foster, or perpetuates discrimination on the basis of race,
creed, religion, gender, marital status, national origin, physical or mental disability,
or sexual orientation;
Information or references to the personal addresses, personal telephone numbers,
personal e-mail addresses, family members, or other personal information of City
officials or City employees;
Commercial promotions or spam;
Information that may tend to compromise the safety or security of the public or
public systems;
Links to websites or “pages” of outside vendors that are not related to the purpose of
the media site.

Posts on City social media sites by employees must remain professional in tone and be in
good taste. Each City employee is responsible for content they post on social media sites.

J. Content Specifically To Be Included:





Indication that the media site is maintained by the City;
Contact information for the specific department that created the page, including address
and phone number;
Departmental media sites must clearly identify the department as a unit of the City of
White Oak;
A link to the official City website;

K. Employees representing the City via social media must conduct themselves at all times as a
representative of the City and in accordance with the City’s Personnel Policy Manual. Employees
who fail to conduct themselves in an appropriate manner shall be subject to disciplinary
procedures up to and including termination of employment. Employees using social media sites,
whether as an administrator or as a responder to a posting, will follow these guiding principles:












Maintain transparency by using your real name and job title, and by being
clear about your role in regards to the subject;
Write and post about your area of expertise, especially as related to the City
and your assignments. When writing about a topic for which you are not the
City’s expert, make this clear to readers;
Keep postings factual and accurate. If a mistake is made, admit to it and post
a correction as soon as possible;
Reply to comments in a timely manner, when a response is appropriate.
When disagreeing with others’ opinions, keep it appropriate and polite-a City
employee is to never be involved in an argument with a citizen on a City
maintained social media site;
Post meaningful, respectful comments that are on topic;
Understand that postings are widely accessible, not retractable, and will be
around for a long time, so consider content carefully;
Ensure your comments do not violate the City’s privacy, confidentiality, and
applicable legal guidelines for external communication. Never comment on
anything related to legal matters, litigation, or any parties with whom the City
may be in litigation without the appropriate approval;
Ensure you have the legal right to publish others’ material, including photos
and articles pulled from other sites. Do not publish photos taken while on the
scene of any incident. Respect brand, trademark, copyright, fair use,
disclosure of processes and methodologies, confidentiality, and financial
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disclosure laws. Even when using material from copyright-free sources,
include appropriate attributions;
Make it clear that you are speaking for yourself and not on behalf of the City,
unless that is part of your duties with the City. Remember that your postings
are ultimately your responsibility.

L. Content will be monitored to ensure adherence to the Social Media Policy.

EMPLOYEES’ SOCIAL MEDIA
While the City of White Oak encourages its officials and employees to enjoy and make good use of
their off-duty time, certain activities on the part of its officials and employees may become a
problem if they have the effect of impairing the work of any official or employee; harassing,
demeaning, or creating a hostile working environment for any official or employee; disrupting the
smooth and orderly flow of work within the City; or harming the goodwill and reputation of the City
of White Oak among its citizens or in the community at large. In the area of social media (print,
broadcast, digital, and online), officials and employees may use such media in any way they
choose as long as such use does not produce the adverse consequences noted above. For this
reason, the City of White Oak reminds its officials and employees that the following guidelines
apply in their use of social media, both on and off duty:
1. If an official or employee publishes any personal information about themselves, another official
or employee of the City of White Oak, a citizen, or a vendor in any public medium (print,
broadcast, digital, or online) that:
Has the potential or effect of involving the official or employee, their co-workers, or the City
of White Oak in any kind of dispute or conflict with other officials or employees or third
parties;
Interferes with the work of any official or employee;
Creates a harassing, demeaning, or hostile working environment for any official or
employee;
Disrupts the smooth and orderly flow of work within the City, or the delivery of services to
the City’s citizens;
Harms the goodwill and reputation of the City of White Oak among its citizens or in the
community at large;
Tends to place in doubt the reliability, trustworthiness, or sound judgment of the person
who is the subject of the information; or
Reveals private information;
the official(s) or employee(s) responsible for such problems will be subject to counseling and/or
disciplinary action, up to and potentially including termination of employment, depending upon the
circumstances.
2. No official or employee of the City of White Oak may use City equipment or Facilities for
furtherance of non-work-related activities or relationships without the express advance permission
of the City Coordinator.
3. Officials or Employees who conduct themselves in such a way that their actions and relationships
with each other could become the object of gossip among others in the City, or cause unfavorable
publicity for the City of White Oak in the community, should be concerned that their conduct may
be inconsistent with one or more of the above guidelines. In such a situation, the employees
involved should request guidance from the City Coordinator to discuss the possibility of a resolution
that would avoid such problems. Depending upon the circumstances, failure to seek such guidance
may be considered evidence of intent to conceal a violation of the policy and to hinder an
investigation into the matter.
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4. Should you decide to create a personal blog or participate in social media, be sure to provide a
clear disclaimer that the views expressed in the blog/media site are the author’s alone, and do not
represent the views of the City of White Oak.
5. All information published on any official or employee blog/media site should comply with the City
of White Oak’s privacy and/or data policies. This also applies to comments posted on other social
networking sites, blogs, and forums. All employees and/or potential employees shall make
available access to publicly posted material if requested by his/her supervisor at any time.
6. Be respectful to the City of White Oak’s, co-workers, citizens, vendors, and partners, and be
mindful of your physical safety when posting information about yourself or others on any forum.
Describing intimate details of your personal and social life, or providing information about your
detailed comings and goings might be interpreted as an invitation for further communication - - or even stalking and harassment that could prove dangerous to your physical safety.
7. Social media activities should be limited as time spent on the telephone or internet as it is when
conducting personal business and it should never interfere with work commitments.
8. Your online presence can reflect on the City of White Oak. Be aware that your comments, posts,
or actions captured via digital or film images can affect the image of the City of White Oak.
9. Do not discuss City citizens, vendors, issues, or business without express consent.
10. Do not ignore copyright laws or cite and/or reference sources inaccurately. Remember that the
prohibition again plagiarism applies online.
11. Do not use any City of White Oak logos or trademarks without written consent. The absence of
explicit reference to a particular site does not limit the extent of the application of this policy. If no
policy or guideline exists, the City of White Oak’s officials or employees should use their
professional judgment and follow the most prudent course of action. If you are uncertain, consult
your supervisor or manager before proceeding.
12. Do not disclose confidential or proprietary information.
If an employee has any doubt about posted subject matter, they should not post it.

DISCIPLINE
A. Employees found in violation of any provision of this policy may be subject to
disciplinary action, up to and including termination of employment. Where laws are
violated, the City may pursue criminal or civil action against the employee.
B. The policies and guidelines outlined herein also apply to employees posting City-related
information on personal (non-City) social media sites.
C. All department heads are responsible for their subordinates’ compliance with the
provisions of this policy and for investigating non-compliance.

DEFINITIONS
“Social Media” is information content that is intended to facilitate communications,
influence interaction with peers and with public audiences, typically via the Internet and
mobile communications networks. Types of social media include but are not limited to,
instant messaging, blogging, microblogging, picture and video sharing, and wall
postings.
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“Social Networking” is the practice of engaging business and/or social contacts by
making connections via interactive Web-based applications;
“Blog” is a web site that contains an online personal journal with reflections, comments,
and often hyperlinks provided by the writer;
“Post” is to display (an announcement) in a place of public view in writing on a social
media site.
“Comment” means a response to a City article or social media content submitted by any
person or entity.
“Link” is short for “Hyperlink” which connects a hypertext file to another location or file;
typically activated by clicking on a highlighted word or icon at a particular location on
the screen
“Public Information” is any information collected, assembled, or maintained by the City
in the transaction of official business. (Ch552, Texas Government Code)

DISCLAIMER
This policy is not a contract and the City reserves the right to make changes to this policy at
any time.
Each employee will receive a copy of this policy. Employees are required to read, sign, and
return the policy acknowledging receipt to their department head.
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Acknowledging Receipt of Social Media Policy
I have received my copy of the City of White Oak’s Social Media Policy and I have read and I understand the
information contained herein.
I further acknowledge that disciplinary actions can and will result if I violate this policy. Employees found to be in
violation of this policy will be subject to corrective action up to and including termination.

Date
Employee’s Signature

Name [Please Print]
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APPENDIX C

Administrative
Order City of University Park, Texas

Number: TECH-9
Date:

May 1, 2013

Updated: November, 3 2014

Subject: SOCIAL NETWORKING
POLICY
An employee's use of social media, both on and off duty must not interfere with
or conflict with the employee's duties or job performance, reflect negatively on the
City or violate any City policy. The intent of these standards is to regulate the
creation and distribution of information concerning the City, its employees and citizens
through electronic media, including, but not limited to online forums, instant
messaging and internet social media and blogging sites. Protecting the City's
reputation and ensuring that an employee's communication with people outside the
City, not only reflects positively on the employee as an individual, but also on the City.
Personal use of the Internet is a privilege and carries responsibilities requiring
responsible and ethical use. The City may monitor an employee's access, use, and
postings to the Internet, including from personal computers, to ensure compliance with
internal policies, support the performance of internal investigations, assist
management of information systems, and for all other lawful purposes. The City
expects all employees to follow the Guidelines below when posting information on the
Internet, regardless if done during or after work hours. This policy encompasses:
wikis, tweets and twitter, Facebook, MySpace, LinkedIn, Instagram, blogs, and other
online journals and diaries; bulletin boards and chat rooms, microblogging and all
other social networking sites, instant messaging and the posting of video on
YouTube and similar media, as well as City-operated networks.
This policy should be read and interpreted in conjunction with other City policies,
including but not limited to, policies prohibiting harassment, discrimination, offensive
conduct or inappropriate behavior and the City's Internet and E-mail Use policy.
Violations of the City's Social Networking Policy may lead to disciplinary action. The
City provides an effective system for employee complaints "off-line" through
the Misconduct policy without resorting to social media.
EMPLOYEE GUIDELINES
• Any blogging or posting information on the Internet, must comply with the City's
guidelines (as listed below), regardless of where the blogging or posting is done.
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• Blogging, or posting information of a personal nature on the Internet, is prohibited
during work hours. Employees are not permitted to engage in social
networking while using any of the city's electronic resources.
• Never disclose any confidential information concerning another employee of
the City in a blog or other posting to the Internet. Posting of confidential
information may violate state law and subject the user to criminal penalty. All
requests for City documents must be processed through the Public Information
Act.
• Employees must abide by all federal and state law and policies of the City with
regard to information sent through the Internet.
 Any social media presence on behalf of the City or representing any City
department must be requested by the associated department director and
authorized by the City Manager or the Director of Information Services. The
requesting department director shall be directly responsible for all content
appearing on the requested social media sites.
• If the employee's social networking includes any information related to the City,
the employee must make it clear to the readers that the views expressed are
the employee's alone and not reflective of the views of the City.
• No use of wikipedia, tweets and twittering, Facebook, MySpace, Linkedln, blogs,
and/or other online journals and diaries; bulletin boards and chat rooms,
microblogging and all other social networking sites, instant messaging and the
posting of video on YouTube and similar media, as well as City-operated
networks is considered private or confidential even if password protected or
otherwise restricted. The City reserves the rights t o access, intercept, monitor
and review all information accessed, posted, sent, stored, printed or received
through its communications systems or equipment at any time.
• Employees are encouraged to act responsibly on and off duty, and to
exercise good judgment when using social media.
• Respect co-workers and the City. Do not put anything on your blog or post
any information and/or pictures on the Internet that may defame, embarrass,
insult, demean or damage the reputation of the City or any of its employees.
• Do not put anything in your blog or post any information and/or pictures that may
constitute violation of the City's Harassment policy. Do not post
any pornographic pictures of any type that could identify you as an employee
of the City.
• Do not post pictures of yourself or others containing images of City uniforms or
insignia, City logos, City equipment or City work sites, unless you are posting
them on the City official website as part of your job duties.
• Do not post information on the Internet that could adversely impact the City
and/or an employee of the City.
• Do not permit or fail to remove postings violating this policy, even when placed
by others on the employee's blog. Recognize that postings, even if done off
premises and while off duty could have an adverse effect on the City's
legitimate business interests.
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•

Individual supervisors do not have the authority to make exceptions to these
guidelines.

FACEBOOK, TWITTER, INSTAGRAM USE
The City of University Park encourages the use of social media to further the goals of
the City and the missions of its departments and divisions where appropriate. It also
supports the use of social media to reach broader audiences and to strengthen the
connection between City government and the community. Accordingly the City uses
Facebook, Twitter and Instagram to distribute information and photos that are relevant,
timely and informative. Whenever possible, links should direct users back to the City’s
official website for in-depth information, forms, documents or online services necessary
to conduct business with the City of University Park.
Only designated City employees will be allowed to post or distribute information on the
City’s Facebook, Twitter and Instagram accounts. Department Directors will approve
designated employees. The City’s Community Information Officer will monitor content
of each social media site to ensure adherence to appropriate use, message and
branding consistency as outlined in the City’s Social Networking Policies. The
Community Information Officer will notify the City Manager, Director of Information
Services and appropriate Department Directors in the event of possible misuse of any of
the City’s Facebook, Twitter or Instagram accounts.


Facebook posts should contain information that is of interest to residents and
other City audiences and partners including but not limited to:
o
o
o
o
o

Event and meeting announcements and reminders
Updates on issues such as ordinances or actions by the City Council
Road construction and repairs, traffic detours
Photos of community events and City projects
Emergency information

Whenever possible, links to more information should direct users back to the City’s
official website for more information, forms, documents or online services necessary to
conduct business with the City of University Park.


Twitter use should serve three primary purposes:
o Get emergency information out quickly
o Promote City-sponsored events
o Refer followers to content hosted on the City’s website or Facebook pages

All City employees who distribute information by Twitter shall ensure that information is
posted correctly. Twitter does not allow for content editing.

25

________________________________________________________________________________________________________
Social Media and Electronic Communications
Chapter 9



Instragram photos should:
o Generate interest about City events
o Promote City facilities or services
o Illustrate the beauty of University Park and its neighborhoods.

CORRECTIONS
Erroneous information, either posted or distributed, needs to be corrected as quickly as
possible. Serious errors need to be brought to the attention of Department Directors or
the Community Information Officer.
USER COMMENTS
Users and visitors to City social media sites shall be notified that the intended purpose
of the site is to serve as a mechanism for communications between City departments
and the public. Posted comments will be monitored and the City reserves the right to
remove inappropriate comments including:










Comments not related to the post for which they are made
Profane language or content
Solicitations of commerce
Sexual content or links to sexual content
Content that promotes, fosters, or perpetuates discrimination on the basis of
race, creed, color, age, religion, gender, marital status, status with regard to
public assistance, national origin, physical or mental disability or sexual
orientation
Conduct or encouragement of illegal activity
Information that may tend to compromise the safety or security of the public or
public systems
Content that violates a legal ownership of any other party

COMMUNITY INFORMATION GROUP
The City’s Community Information Group (CIG) will assist the City’s Community
Information Officer in the review of content on all communications platforms to help
maintain consistent messaging. CIG is comprised of City staff from across the
organization, specifically those who are involved in the distribution of materials to
various City audiences and partners. CIG will also assist the organization helping to
define strategies and tactics for engagement using Social Media.
This Social Media Policy may be revised at any time.
ADMINISTRATIVE ORDER TECH – 9
Robbie Corder, City Manager
November 3, 2014
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